Install Debian over SSH with Knoppix

Need to have keyboard attached to machine as | have not altered CD image to
automatically use floppy for configuration. The entire process takes me approximately
40mins, assuming nothing goes wrong! This includes the time required to download
Debian, but not to make knoppix CD and boot disk.

Make Knoppix 3.6 CD

Boot from CD and create boot disks

Copy knoppix.shto disk 1

Edit syslinux.cfg to read knoppix 2 floppyconfig

Boot from floppy disk 1

Insert the CD in PC

Press Enter once floppy activity has stopped

Wait approx 10 seconds after floppy activity stops

Change floppy disk 1 to floppy disk 2

Press Enter

Once floppy activity stops switch floppy disk 2 to floppy disk 1
This must be done before the PC scans for knoppix.sh

The PC should now be running an ssh server. Use putty to connect in, you will need
to check the I P address that was assigned by looking at your dhcp server.

Username: knoppix
Password: secret

Format your hard drive

su
cfdi sk /dev/ hda
create asingle large partition
create a second partition ~approx 128Mb swap

Create a filesystem
nmke2fs —j /dev/hdal
nmkswap /dev/ hda2
tune2fs -0O ~dir_i ndex /dev/hdal

Make a directory for the new system to be mounted in
nkdi r /mmt/ debi an
nkdi r /mmt/ debi an/ nedi a
nmkdi r / mmt/ debi an/ medi a/ f| oppy
nkdi r / mmt/ debi an/ nedi a/ cdr om

Mount the filesystem
mount /dev/ hdal / mt/ debi an

Install the base system
debootstrap --arch i 386 woody /mt/debian http://
ftp. uk. debi an. or g/ debi an



rm/ mt/ debi an/ et ¢/ host nane

rm/ mt/debi an/ et c/resol v. conf
touch / mt/ debi an/ et c/ host nane
touch / mmt/ debi an/ etc/resol v. conf

Chroot into new system
chroot /mmt/debi an /bin/bash

Create /etc/fstab

nount -t proc proc /proc
editor /etc/fstab

Setup keyboard

dpkg-reconfigure consol e-data

Configure Network
editor /etc/network/interfaces
editor /etc/resolv. conf
echo asterisk > /etc/hostnane
echo “127.0.0.1 local host” > /etc/hosts
echo “192.168. 0.5 machi nenane. domai n nachi nename” >> /etc/ hosts
host nane machi nenane

Configure System, enable MD5 passwords, don’t run tasksel, run dselect and add ssh
base-config

Install kernel, select the one for your system
apt - cache search kernel -i mage
apt-get install kernel-imge-2.4.18-k6
apt-get install discover

Reboot the system and hopesiit all works

lilo ‘Note | have to install to /dev/hda el se grub stops
boot

exit

reboot

Remove the floppy disk when the cd is gjected



Knoppix.sh — obtained from http://www.knoppix.net/wiki/Headless Knoppix

#!/ bi n/ sh

# Start SSH and Sanmba servers

#

# This script can be used on a floppy (bootsflopyp + floppyconfig) to
start a

# server w thout touching the keyboard. The paraneters can be given
on the

# boot cnd line. The intention is that you can use this to rescue
data from

# a PC over the network and that box does not even need to have a
mnitor or

# keyboard, just a Knoppix CD and this script on a floppy is used.
#

# Installation

# 1. Create a bootfloppy "cat /cdrom KNOPPI X/ boot.imy >/ dev/fd0" on
Knoppi x

# 2. Copy this file to te floppy, name nust be "knoppix.sh"

# 3. Edit syslinux.cfg and append "fl oppyconfig 2" to all the
"APPEND" |i nes.

# 4. Optionaly add "ip", "hostnane" or "password" to the "APPEND

i nes too

I

# 5. Try i out by booting this floppy with Knoppix CD in the CDROM

#

# Security advice

# The default passowd is "secret". It should be overriden with the
# "password" option. but still then it's a default password. Default
# passwords are always bad... and insecure.

# The Knoppi x home is exported read/wite over Sanba and the /mt dir
# is accessible. Sonmebody with the password could fill the ranmdi sks
or

# access the nounted partitions.

# Because of these linmitations, you should not use this script on
machi nes

# with internet connection. This script is intended for experienced
users

# only.

#

# Sanba is started for two reasons:

# - Easily copy files to a Wndows or Linux machi ne

# - Use "nnbl ookup Knoppi x" to di scover the machine froma renote
conput er,

# which is useful if the server started with DHCp and no nonitor..
# And the host is found by Wndows machi nes with the nane

"\'\ Knoppi x".

#

# SSH is started so that one can |ogin and nount drives, start NFS
exports,

# what ever needed.

#

# Kernel command |ine parameters used:

# i p=X. X. X. X use static IP instead of DHCP, may al so use
"nodhcp"

# passwor d=x use given password instead of "secret"

# host name=x use given hostnane instead of "Knoppix"

#

# Tips and tricks:

# - Start your VNC desktop with "vncserver -geonetry 800x600". Don't
start it

# as root but as knoppi x user because of the randi sks si ze.



# - Change syslinux.cfg on the bootfloppy so that it ony starts to
t ext node
# and neke sure that it runs "floppyconfig". This means appendi ng

# "fl oppyconfig 2" to the "APPEND' |ines(s)

# - Always supply your own "password".

#

# DI SCLAI MER

. R ——

# THI S | S EXPERI MENTAL SOFTWARE. USE AT YOUR OMN RI SK. THE AUTHORS

#(#:A HOT BE HELD LI ABLE UNDER ANY Cl RCUMSTANCES FOR DAMAGE TO HARDWARE
#(#R SOFTWARE, LOST DATA, OR OTHER DI RECT OR | NDI RECT DAMAGE RESULTI NG
;R(TJSE USE OF THI S SOFTWARE. | F YOU DO NOT AGREE TO THESE CONDI TI ONS,
#YQAJ\RE NOT PERM TTED TO USE OR FURTHER DI STRI BUTE THI S SOFTWARE.

z BSD | i cense

# (C) 2003 Chris Liechti <cliechti @nx.net>

[ ""id-u" ="0"1 || { echo "You need root privileges to nodify the
system " >& ; exit 1; }

# - - - - e L L oL L Ll oLl

# ANSI COLORS

CRE="

_[K"

NORMAL="_[ 0; 39nf'

# RED: Failure or error message
RED="_[1; 31nt

# GREEN:. Success nessage
GREEN="_[1; 32nt

# YELLOW Descriptions

YELLOW" _[1; 33nt

# BLUE: System nessages
BLUE="_[1; 34nt

# MAGENTA: Found devices or drivers
MAGENTA="_[ 1; 35nt

# CYAN:. Questions

CYAN="_[1; 36nt

# BOLD WHI TE: Hi nt

VH TE="_[1; 37nt

# get the kernel command |ine
CMVDLI NE="$(cat /proc/cmdline)"”

# some functions borrowed from knoppi x-aut oconfi g

stringinstring()

{
case "$2" in *$1*) return O;; esac
return 1
}
get boot param()
{
stringinstring "$1=" "$CMDLINE" || return 1

resul t =" ${ CVDLI NE##* $1=}"
resul t="${resul t %84 1*}
echo "$result"”



return O

}

H# oo o o o o oo Lo oLl oLl

#password shoul d be supplied on kernel command |ine
PASSWORD="" get boot par am password™ "

#if no password is given, do a stupid thing, use a default.. and
print a warning
if [ -z "$SPASSWORD' ]; then
echo "${RED}WARNI NG Using default password \"secret\"!${ NORMAL}"
echo "This is verry insecure. Use \"knoppi x password=xx\" as boot
par anet er"
PASSWORD="secr et "
fi

#change password
echo "knoppi x: $PASSWORD' | chpasswd

# oo - o o o oL Lo LLLLLllLLlooloolo

#check if ip nunber is given

| P=""get bootparamip "

#if ip is given, set up ethO appropiately
[ -n "$IP" ] & ifconfig ethO $IP

# oo oo o o o oL Lo oLl

#check i f hostname number is given
NEW HOSTANME="" get boot par am host nane™ "
#if hostname is given use it
if [ -n "$NEW HOSTANME" ]; then
host nane $NEW HOSTANME
rm-f /etc/hostname /etc/ mail nane /etc/hosts
echo "$NEW HOSTANME' >/ et c/ host nanme
echo "$NEW HOSTANME' >/ etc/ mai |l name
cat /KNOPPI X/ et c/ host s| sed s/ Knoppi x/ $SNEW HOSTANVE/ >/ et ¢/ host s
fi

H oo o o o o oo Lo o Llo oLl ool

#confi gure sanba

#passwords must be a file, not a link

rm-f /etc/sanmbal/ smbpasswd

cp -a / KNOPPI X/ et c/ sanba/ snmbpasswd / et ¢/ sanmba/ snbpasswd

#set password for user knoppi x

echo -e "$PASSWORD\ n$PASSWORD' | snmbpasswd -a knoppix -s

#updat e sanba config, nmake home writeable

rm-f /etc/sanbal/snb. conf

cat / KNOPPI X/ et ¢/ sanba/ snmb. conf | sed "s/read only = yes/read only =
no/ " >/etc/sanbal/ snb. conf

#make mounts accessible, but the partitions need to be nounted
maual ly. ..

In -s /mt /hone/ knoppi x/ mt

H oo o o o o oo Lo oo lo oLl

# Start servers
#_____________________________
#~ echo "${BLUE}Starting SSH and Sanba server...${ NORVAL}"
/etc/init.d/ssh start

/etc/init.d/ sanba start



# display short info with ip nunbers of this machine

H - - o - o o o oo oo oo oo oo oo oo
echo "${BLUE} Server |istening on: ${ GREEN}"
/sbin/ifconfig|grep inetjcut -d " " -f 12

echo " ${ NORVAL} "

echo "${BLUE} Host nane is: ${GREEN}$(' host nane' ) ${ NORVAL}"

# two beeps for those w o nonitor
echo -ne "\007" >/dev/ttyl ; usleep 200000
echo -ne "\007" >/dev/ttyl

sydinux.cfg

DEFAULT | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ranmdi sk_si ze=100000 init=/etc/init |ang=us apm=power-off vga=791
nonce BOOT_| MAGE=knoppi x 2 fl oppyconfig

TI MEQUT 300

PROVPT 1

DI SPLAY boot . nsg

F1 boot. nmsg

F2 f2

F3 f3

LABEL knoppi x

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

randi sk_si ze=100000 init=/etc/init |ang=us apmpower-off vga=791
nonce BOOT_| MAGE=knoppi x 2 fl oppyconfig

LABEL |inux26

KERNEL | i nux26

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

randi sk_si ze=100000 init=/etc/init |ang=us apmpower-off vga=791
nonte BOOT_I MAGE=knoppi x

LABEL expert 26

KERNEL | i nux26

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

randi sk_si ze=100000 init=/etc/init |ang=us apm=power-off vga=791
nonce BOOT_| MAGE=expert

LABEL knoppi x26

KERNEL | i nux26

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ramdi sk_si ze=100000 init=/etc/init |ang=us apmepower-off vga=791
nonte BOOT_I MAGE=knoppi x

LABEL ment est

KERNEL ment est

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rwinitrd=
LABEL knoppi x-t xt

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ramdi sk_si ze=100000 init=/etc/init |ang=us apnmepower-off vga=nornal
nonte BOOT_I MAGE=knoppi x

LABEL expert

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ranmdi sk_si ze=100000 init=/etc/init |ang=us apmepower-off vga=791
nonce BOOT_| MAGE=expert

LABEL fb1280x1024

KERNEL | i nux24



APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

randi sk_si ze=100000 init=/etc/init |ang=us apm=power-off vga=794
xmodul e=f bdev nonte BOOT_| MAGE=knoppi X

LABEL fb1024x768

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

randi sk_si ze=100000 init=/etc/init |ang=us apm=power-off vga=791
xmodul e=f bdev nonte BOOT_| MAGE=knoppi X

LABEL fb800x600

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ranmdi sk_si ze=100000 init=/etc/init |ang=us apmpower-off vga=788
xmodul e=f bdev nonte BOOT_| MAGE=knoppi X

LABEL fail safe

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw

ramdi sk_si ze=100000 init=/etc/init |ang=us vga=nornmal atapicd nosound
noapi ¢ noacpi acpi =off noscsi nodma noapm nousb nopcntia nofirewire
noagp nonte nodhcp xnmodul e=vesa BOOT_| MAGE=knoppi X

LABEL 23

KERNEL nR3

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw devfs=nonount
vga=nor mal | oad_randi sk=1 pronpt _randi sk=0 randi sk_si ze=25000
root=/dev/ranmD rw

LABEL user def

KERNEL | i nux24

APPEND | oad_r andi sk=1 pronpt _randi sk=1 root=/dev/fd0 rw
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/etc/fstab

# letc/fstab: static file systeminformation.

#

# <file systenr <nmpunt point> <type> <options> <dunp>
<pass>

proc / proc proc defaults 0 0
/ dev/ hdal / ext 3 defaults,errors=renmount-ro 0O
1

/ dev/ hda2 none swap sw 0 0
/ dev/ hdb / medi a/ cdr on®D i S09660 ro, user,noauto O 0
/ dev/ fdoO / medi a/ fl oppy0 auto rw, user, noauto O 0

/etc/network/interfaces

HUBBHHHH PR HH TR TR H T H R TR
#

# /etc/network/interfaces -- configuration file for ifup(8),

i f down(8)

# See the interfaces(5) manpage for informati on on what options are

# avail abl e.

HUBHHHHH PR HH TR H TR
#

# W al ways want the | oopback interface
#
auto lo



iface lo inet |oopback

# To use dhcp

#

# auto ethO

# iface ethO inet dhcp

# An exanple static |IP setup: (broadcast and gateway are optional)
#

auto ethoO

iface ethO inet static
address 192.168.0.5
network 192.168.0.0
net mask 255.255.255.0
br oadcast 192. 168. 0. 255
gateway 192.168.0.1

/etc/resol v. conf
naneserver 192.168.0.1



